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4 General Information on IKARUS security.proxy

41 Introduction/ Thread Szenario

Today, any business not providing data exchange over the Internet is practically without a
chance in its market. Whether you are an SMB, a global player, an educational or public
institution, or even an ISP, you will almost certainly depend on a functioning Internet connection
in your day-to-day work. The prevalence of the World Wide Web leads us to take it for granted,
on the other hand, we tend to forget that its predominant tools — e-mail and the Internet — are
the preferred gateways of malware attacks. During the next years, those attacks will become
more frequent and increasingly sophisticated. Worse still, businesses inadvertently contribute to
the spread of hazardous malware by letting their employees freely visit infected web sites,
download files from remote locations, or even send files from the company network to the
Internet. The effects on the network infrastructures are often substantial: spam keeps slowing
down the servers. This puts valuable data at significant risk, wastes employees’ precious work
time, and also generates avoidable costs.

You need efficient gateway protection to ensure successful Internet communication; otherwise,
your network will be defenseless against cyber attacks.

4.2 |IKARUS security.proxy Product Details

IKARUS security.proxy is a software-based content-security solution. It integrates into your
internal network with minimum effort and can be implemented on the gateway level. The
solution is designed for protecting small businesses with a limited number of users as well as
large enterprises with several thousand clients.

Thanks to its unlimited compatibility, IKARUS security.proxy can be used in combination with
any firewall. Installation packages are available for Microsoft Windows and Linux (RPM package).
The IKARUS security.proxy versions for Microsoft Internet Security & Acceleration (ISA) Server
and Microsoft Threat Management Gateway (TMG) are highly innovative: They allow for
transparently integrating the comprehensive feature set of our content-security solution with MS
ISA/TMG Server.

All versions of IKARUS security.proxy are also available as turnkey solutions on SecureGUARD
appliances.
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4.3 IKARUS security.proxy Feature List

For a complete and updated list of IKARUS security.proxy features, visit the IKARUS website
(www.ikarus.at).

Key features include:

. Built-in IKARUS AntiVirus ScanEngine

. Virus protection for web protocols (HTTP, FTP over HTTP, FTP) and mail protocols
(SMTP, IMAP, POP3, NNTP)

. IKARUS AntiSPAM Engine protecting mail protocols (SMTP, IMAP, POP3, NNTP)

. Simple creation of access profiles from URL, file, and content-type lists

. Access control using IP-address groups

. Supports various authentication types: basic proxy authentication, LDAP authentication,
MS ISA authentication

. Fully automated incremental update (every 10 minutes) for antivirus, anti-spam, and URL-
filter databases as well as the IKARUS ScanEngine and the IKARUS AntiSPAM Engine

. Custom creation of administrative access levels

. Comprehensive logging of all activities

. Setup packages for Microsoft Windows and Linux
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5 Installation

51 Requirements

Make sure that your system meets the following requirements before starting the IKARUS
security.proxy installation:

v' The user ID used for installing the system has administrative rights

v' The system clock has the correct setting

v' The network settings of the operating system (including the IP address, routing/default-
gateway, and DNS settings) have been configured properly

v' The system has sufficient free disk space

v' The default ports of IKARUS security.proxy (TCP 8080, TCP 2100, TCP 15639) are
available

v' The firewall allows the transmission of the necessary protocols (HTTP, HTTPS, POP3,
IMAP, NNTP, and SMTP) from inside the system

v" The firewall allows for data reception on the required ports (management port: TCP
15639; web-proxy port: TCP 8080)

v' The IKARUS security.proxy setup file appropriate for the OS (32-bit or 64-bit) is available

v' An IKARUS security.proxy trial or full license is available
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5.2 Installing on Microsoft Windows Systems

Installing IKARUS security.proxy on a Microsoft Windows system is straightforward. Double-
clicking the setup file will install IKARUS security.proxy on your system. Simply follow the
instructions provided by the wizard.

5.2.1 Installing of IKARUS security.proxy

5.2.11 Language
Select your desired setup language.

Image 1 — Installing of security.proxy Language

Installer Language - ‘M

I B Please select the language of the Installer

I |Engiish - |

5.2.1.2 Update-Installation

If IKARUS security.proxy is already installed on your system, Setup will offer you to perform an
update.
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5.21.3 Step 1: Welcome

The Welcome screen. Click “Next”.

Image 2 - Installing of security.proxy Welcome

E IKARUS security.proxy 3. = I

Step1/7
Welcome

Welcome to the IKARUS security proxy Setup Wizard.

This Wizard will guide you through the installation of the IKARUS security proxy.

It is recommended to close all other applications before starting this setup. Doing so,
enables the installer to update important system files without the need for reboot.

Net¢> | | Cancel |

CIKARUS
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5.2.1.4 Step 2: License Agreement

Click “Accept” to accept the terms of the license agreement.

Image 3 - - Installing of security.proxy License Agreement

E IKARUS security.proxy 3. = i:h |
i

Flease press [Page Down] to view the ertire license agreement.

|IKARUS SECURITY SOFTWARE LICENSE AND MAINTENANCE -
AGREEMENT 3

Flease read this agreemert carsfully! By installing the delivered software, you
agree to be bound by the terms and conditions of the agreement below.  you
do not agree to these terms and conditions, terminate the installation procedure
and dao not use the delivered software any further. Violation of these terms and
conditions could constitute copyright infingement, resulting in civil and criminal
proceedings.

1. License i

14 i PP [ R S ) P N 1 N PP E o I < SNSRI . S E B B RPN [ RS R o | S

You must accept the agreement to install the IKARUS security proxy on your system.
To continue the installation, you must accept the license agreement by pressing the
[I Agree] button below.

| <Back | | lAgee | | Cancel |

CIKARUS
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5.2.1.5 Step 3: Installation Directory

Next, select the IKARUS security.proxy installation directory by either using the default location
or entering a different one. Click “Next”.

Image 4 — Installing of security.proxy Installation Directory

ﬂ [KARUS security.proxy 3.

Step3/7
Choose Install Location

Setup Wizard will install the |KARUS securty prowy in the following folder.
To install in a different than the default folder click [Browse] and choose a folder.

“\Program Files fcBBNKARUS security pro

Space available: 166.2GE
Space required: 21.5MB

<Back | | nstal | | Cancel |

SIKARUS
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5.21.6 Step 4: Installation

The IKARUS security.proxy installation starts. Setup will install all necessary files on your
system. Click “Next”.

Image 5 — Installing of security.proxy Installation

o Cm(m= x
E [KARUS security.proxy 3. . L=

Stepd /7

All components of the IKARUS security proxy were successfully
installed.

Completed

Output folder: C:\Program Files (86N KARUS securty proxyimage
Bdract: lb_page bmp... 100%

Rename: C:*Program Files {86 KARUS securty prosgikarust 3hinit-43si...
Created uninstaller: C:\Program Files (86} KARUS \security prosywuninst ...
Completed

Cancel

SIKARUS
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5.2.1.7 Step 5: Licensing

At this time, you can enable your IKARUS security.proxy license. Alternatively, you can skip this
step and enable the license at later time.

Image 6 — Installing of security.proxy Licensing

%% IKARUS security.proxy 3. o= |

Step5/7
Insert Licence Key

You need to insert a license key to use the IKARUS security promxy.
if no license is installed, you can still install a license later from the Configuration
Certer.

License-File: E]

Net> | | Cancel |

SIKARUS
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5.21.8 Step 7: Done

IKARUS security.proxy was successfully installed. We recommend you to install the IKARUS
security.proxy Configuration Center now.

Image 7 — Installing of security.proxy Done

ﬂ IKARUS security.proxy 3.13.0 Setup: Installatiol

Step 7/ 7
Installation complete

Completing the IKARUS security proxy Setup
Wizard
Setup Wizard has successfully installed the IKARUS security proxy on your system.

The HTTP-Traffic is now monitored. Configurations can be done in the [KARLUS
security proxy Configuration Center.

Install IKARLS securty proxy Configuration Center

SIKARUS
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5.2.2 Installing of IKARUS security.proxy Configuration Center

5.2.2.1 Language

Select your desired setup language.

Image 8 — Installing of security.proxy CC Language

i .
instaerLnguoge QUL
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5.2.2.2 Step 1: Welcome

The Welcome screen. Click “Next”.

Image 9 — Installing of security.proxy CC Welcome

E IKARUS security.proxy 3. = I

Step1/7
Welcome

Welcome to the IKARUS security proxy Setup Wizard.

This Wizard will guide you through the installation of the IKARUS security proxy.

It is recommended to close all other applications before starting this setup. Doing so,
enables the installer to update important system files without the need for reboot.

Net¢> | | Cancel |

CIKARUS
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5.2.2.3 Step 2: License Agreement

Click “Accept” to accept the terms of the license agreement.

Image 10 — Installing of security.proxy CC License Agreement

E IKARUS security.proxy 3. = i:h |
i

Flease press [Page Down] to view the ertire license agreement.

|IKARUS SECURITY SOFTWARE LICENSE AND MAINTENANCE -
AGREEMENT 3

Flease read this agreemert carsfully! By installing the delivered software, you
agree to be bound by the terms and conditions of the agreement below.  you
do not agree to these terms and conditions, terminate the installation procedure
and dao not use the delivered software any further. Violation of these terms and
conditions could constitute copyright infingement, resulting in civil and criminal
proceedings.

1. License i

14 i PP [ R S ) P N 1 N PP E o I < SNSRI . S E B B RPN [ RS R o | S

You must accept the agreement to install the IKARUS security proxy on your system.
To continue the installation, you must accept the license agreement by pressing the
[I Agree] button below.

| <Back | | lAgee | | Cancel |

CIKARUS
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5.2.2.4 Step 3: Requirements
Setup will check whether your system meets all IKARUS security.proxy Configuration Center
installation requirements.

The installation program will suggest to uninstall any legacy versions found on the system.

Image 11 — Installing of security.proxy CC Requirements

E IKARUS security.proxy 3.

Step 3/7
Choose Install Location

Setup Wizard will install the IKARUS securty proogy in the following folder.

To install in a different than the default folder click [Browse] and choose a folder.

“\Program Files fcBBNKARUS security pro

Space available: 166.2GE
Space required: 21.5ME

nstal | | Cancel |

SIKARUS
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5.2.2.5 Step 4: Installation Directory

Select the IKARUS security.proxy Configuration Center installation directory by either using
the default location or entering a different one. Click “Next”.

Image 12 — Installing of security.proxy CC Installation Directory

ﬂ IKARUS security. proxy

Step 4 /8
Choose Install Location

The Setup Wizard will install the IKARUS securty prosy Corfiguration Certerin
the following folder.

To install in a different than the default folder click [Browse] and choose a folder.

“\Program Files (x86)\KARU S security proxy CC 0.2

Space available: 166.5GE
Space required: 1.6MB

| | cancel |

SIKARUS
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5.2.2.6 Step 5: Start menu

In this step, select whether a Start menu item will be created.

Image 13 — Installing of security.proxy CC Start menu

E IKARUS security. proxy

Steph /8
Select Start Menu Folder

Select a folderin the Start Menue where to create shortcuts to the IKARUS
security proxy Configuration Center:

[KARUS securty proxgy Configuration Center 0.2

Application Verfier fo6d)

DAEMON Tools Lite

Debugging Tools for Windows (64)

Ethereal

Foxit Reader

Games

Gigabyte Technology Comp

HxD' Hex Editor

|[KARLS security Configuration Center 0.1
ity Configuration Center 0.2

|[KARUS securty orosor Configuration Center 2.4

[] Dont create a folder in the Start Menue

| | cancel |

CIKARUS
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5.2.2.7 Step 6: Confirming the Installation

Click to run the actual IKARUS security.proxy installation process.

Image 14 — Installing of security.proxy CC Confirming the Installation

4% IKARUS security.proxy Configuration Center 0.2.0 Setup: Confirm Installation

Step 6/ 8
Confirm Installation

The Setup Wizard is ready to install the IKARUS security proxy
Carfiguration Center on your system.

<Back | | nstal | [ Cancel |

SIKARUS
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5.2.2.8 Step 7: Installation

Setup performs the IKARUS security.proxy installation. Setup will install all necessary files on
your system. Click “Next”.

Image 15 — Installing of security.proxy CC Installation

ﬂ IKARUS security. proxy

Step7/8

All components of the IKARUS security_proxy Configuration Center are
successfully installed.

Completed

Create shortout: C:Users'Public’\Deshktopsecurity proxy Corfiguration C... =
Cutput folder: C:\Program Files (86 KARLUS securnty prosgy CC 0.2%bin
Installation of IKARLS securty proxy Corfiguration Center completed suc...
Created uninstaller: C:\Program Files (86} KARUS \securty proxy CC 0.2...
Completed

Cancel

SIKARUS
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5.2.2.9 Step 8: Done

The installation is complete. You can now use the IKARUS security.proxy Configuration
Center for administering IKARUS security.proxy.

Image 16 — Installing of security.proxy CC Done

ﬂ IKARUS security. proxy

Step8/8
Installation complete

Completing the IKARUS security proxy
Configuration Center Setup Wizard

The Setup Wizard has successfully installed the IKARUS securty prosg Corfiguration
Center on your system.

You can corfigure the IKARUS securty prosgy with this [KARUS securty prosgy
Configuration Center.

|[KARUS securty prosgy Configuration Center jetzt starten

SIKARUS
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5.3 Installing on a Linux System

Installing IKARUS security.proxy on a Linux system is straightforward, too.
Issue the following command (the sample shows the 64-bit command):

# rpm —ivh IKARUSSecurityProxy-3.9.0rh5.x86_64.rpm

This will install IKARUS security.proxy on your system.

5.4 Licensing

During the Windows installation process, the wizard will prompt you to add a license.

On Linux systems, you can do this on the command line after the installation process has
finished.

The following sample shows the command line on a 64-bit Linux system:

# cd /opt/securityproxy/bin
# /securityproxy_l64 -importlicense <licensefile>

5.5 Stopping and Starting the Service

5.5.1 On Microsoft Windows Systems

When the installation is complete, the list of services installed on the system will include the
IKARUS security.proxy service. You can stop and restart it like any other service using the
Administrative Tools.

5.5.2 On Linux

On a Linux system, the IKARUS security.proxy service will be registered in the appropriate run
levels.

Stop and restart the service using a start script:

# /etc/init.d/securityproxy stop
# /etc/init.d/securityproxy start

or

# /etc/init.d/securityproxy restart
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5.6 Using IKARUS security.proxy

You can use IKARUS security.proxy immediately after installation.

The only requirement is to configure a proxy on your Web client (Microsoft Internet Explorer,
Mozilla Firefox, Opera, etc.).

For that purpose, you need to enter the DNS name or IP address of your system and the
appropriate TCP port (8080).
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